
Orange Romania
Cyber Security Capabilities Profile



2

Orange Restricted

1. Largest Telco in Romania
2. Part of Orange Group
3. Largest operator of 5G Networks in Romania
4. Key Player in the ICT Market
5. Advanced Cyber Security Products & Services 

Catalogue

Orange Romania in short
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Orange Restricted

Cyber Security Products & Services

Threat 
Protection

and Prevention

Managed 
Monitoring,
Detection,
Response

CISO 
as a Service

Awareness,
Education
Training

BIS – Business Internet 
Security – Managed 
Firewall Service

TEM – Threats & 
Exposures Management 
– Vulnerabilities 
Management

Endpoint Protection and 
Device Management 
Services

SOC-as-a-Service – Full 
Stack MDR Service

Threat Hunting

Red/Blue Teaming

InfraAI – Data Analytics 
and A.I.-based threat 
profiling platform

Sectoral & Regional 
SOCs – Build & RUN in 
partnership with 
Academia + SMEs/Start-
Ups

Audits – Compliance

Implementation of NIS2 
Requirements

Pentests

CyberEDU –
Homegrown platform for 
cyber-range simulations, 
attack/defense 
capabilities, 
red/blue/purple/white 
teaming, cyber security 
awareness

360 degrees Footprint – Full NIS2 Coverage
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Orange Restricted

Tech transfer from Innovation to Product
Our approach and relevant results

Startup #1
CTF-builders, White-
hat hackers, Cyber 
security Researchers

Startup #2
Data scientists, Cyber 
Security Researchers, 
SOC-builders

Orange Fab
Zero-equity start-up Accelerator

Internal PoCs

B2B 
Customers 

PoCs

Threats & Exposures 
Management Platform

CyberEDU

InfraAI Platform
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Orange Restricted

Threat
Simulation

Tech Transfer from Research to Capabilities

Advanced
Threats

Mitigation

Networks 
Of

The Future

Automation
Of response

And 
mitigation

IoT

Horizon Europe

6GREEN

ADROIT6G

DYNABIC

TrialsNet

RIGOUROUS

EU-CIP

6G-MUSICAL

iSEE6G

HEAT

6G-PATH

RECITALS

CASTOR

…

Digital-ECCC

CYRESRANGES

5G-TACTIC

SOCCER

A.I.-based
Management

And
Orchestration

High
Performance
Computing

Resilience
Enhancement

Situation
Awareness

Enhancement

Large-Scale
Trials of

Emerging
technologies

A.I. / M.L.

New
Products and 

Services

Enhanced
Resilience

Capacity
Building

AR / VR / XR

Carbon-Neutral
NetZero

Societies

Knowledge


