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Expertware

7.5+ mil EUR estimated revenue in 2024 (Ro + Be)

Revenue split

Network Access Control, Incident Response, SIEM & SOC as a services, Blue /
Red / Purple teams, Honeypots, Penetration testing.

Managed Services (hybrid cloud, network,
storage, systems and apps)

Cloud Solution Provider, Cloud Migrations, interconnects Multi-

Cloud Integrations, Data Management, Connectivity & Design for Private, Public
and Hybrid Clouds. Workspace & Unified Communications, High Availability &
Business Continuity, Application management

Business Intelligence, Analytics & ML

Microsoft Data Platform and Bigdata Gold Partner, Virtual Data Warehouse

Full stack Development
Business Process Optimization m Cyber Security
Be spoke web apps, ERP deployments & upgrades, Process automation, Self-
service portals, Cash collection orchestration, Resource planning and tracking, m Development, BPO
Auto bidding, Custom Web, Mobile, Desktop Architecture, Enterprise
applications integrations (ITSM - CRM — HR- FI - CO).
m Hybrid Cloud managed services
Cyber Security ¥ BI, Analytics & ML
End-to-End Protection, Vulnerability & Threat Management, Active Defense,
design, deploy and operations. Rich dashboard and reporting capabilities ! —
unifying data, transforming and correlating across heterogeneous sources. DifiEes

Cyberthreat intelligence, Forensics, Advanced Hunting, Cross Reporting,
Highlight real time KPIs and knowledge graphs. , B Customers

www.expertware.net
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Cyber Security Squeeze
[Blackberry Research] 'Statistal] | Cybercrime Magazine | [ Purplesec |
Mar—May 2023 | In the next 5 years I by 2025 I Now
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https://www.blackberry.com/us/en/solutions/threat-intelligence/2023/threat-intelligence-report-august
https://www.statista.com/statistics/273575/us-average-cost-incurred-by-a-data-breach/#:~:text=As%20of%202022%2C%20the%20average,million%20U.S.%20dollars%20in%202022.
https://cybersecurityventures.com/cybercrime-damages-6-trillion-by-2021/
https://purplesec.us/resources/cyber-security-statistics/#SMB

Cyber Security

Europe Cyber Sec challenges
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Struggling to have a competitive and stable cyber security operational team ?

-

EU market

days per full time employee.

12 +1 + 1 yearly salaries

-

260 working days but only 218 effective

~

SIEMBIOT™

-~

1,2 resources needed without
considering unplanned absences.

» High risk loosing good resources. »

-

~

/

year.

N

Mandatory indexation every

N

70k-120k/year/budget for 2 resources.

)

\ Hard to find /

4 I

G

\Expensive to keep/

4 I

AL
B

\Unpredictable /

\ Inefficient

v
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Are organizations protecting themselves ?

. Locations, LAN @ “Yes, we have firewalls”

EE%@E @ /e Mobiles “Yes, we have Antivirus”

\ Public clouds @ “Yes, we have Backups”
S “Yes, we have 2 IT support guys”

®
p Gocgie Laptops

Databases

Users, Identities

Servers

Public clouds

s it enough?

ocations, LAN

Public clouds

Files & Data

pq T Q)
SIE BID Co-funded by
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Cyber Secu rlty Services offered as MSSP, white labeling

Threat Intelligence

Complete Security

Continuous Vulnerability :
(Assessments & Remediation) Llfecyde

Security Operations
Centre (SOC)

Cyber Threat Intelligence
(Continuous Evaluate of new
threats against customer )

Ransomware recovery _

Forensics investigations

Respond

A € pertueare
Cpuatity. effisteney. Oliversivy,

Detect

IT Security Consulting Services
(security, privileged access,risk,
business continuity assessments, pen
testing)

Advanced threat hunting
Remediation & mitigation
runbooks

Review Security Architecture,
Define monitoring, log collection,
Managed SIEM log aggregation,

Detection rules

Security alerts classification,
Incident investigation & escalation

Security Analytics

Governance Risk Compliance
(Analyse, Deploy, Customize &
Managed GRC solutions)

Network Access Control
Identity Access Management (IAM) (deploy & manage)
(deploy, customize, operate)

I v I I © —r
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What are you missing ?

s it not enough to have tools, you need also competences, processes, automations,
training an research.

Expertware’ s added value: Anonymized training and research data lake, NAC + SIEM + SOC, Vulnerability management, Threat
intelligence, Forensics, Incident response platform

A AWV ~Go 3;"--
& AbuselPDB _ ¢~ 3
= i | :

“Security architecture Trusted Cyebr &) orencT
Security Partners

“Access Control for WI-Fl and LAN”

Threat intelligence

CSIRTs sharing

NETWORK N

“Network & communication protection” E
. . Experiment, train,, _
“24x7 Security events collection (SIEM)” o the research data ake
. . Automatic Threat Centralized services
“24x7 SOC Monitorin g intelligence Lhrl';at iﬁ?ﬁi!igence sharing
Ehaﬂﬂg : : uineraplirties Scannlng

Experiment, develop
queries, scripts on the

”24X7 VUIneeri/ity monitoring” '{:| research data lake

24x7 “Threat intelligence Correlations”

J’.:J APIs for Publish/subscribe
methods to get filtered loC,

loA, runbooks | o .__. SIEMBIOT
24x7 “Incident responses & Forensics” Collaborative Cybersecurity ~ Sgiis platform

Research web portal Research data lake

SIEMBIOT™
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What are you missing ?

Live security posture dashboards

SEMBOT  Customer Health " e Realtime executive dashboards

UUUUUUUU

: kfmm : - Azure Events Alerts & Cases Logs Check Applications Agents Security Events Mitre ATT&CK ® A ggregation Of even tS, a/ertS, in Ciden ts

95 156

9334972 161 126 128 1,430 388,040 98 156 155 398.870.1 16,954 984,050 398,870
L)
‘ seedetails 2 A See details 2 |l|l| See details = @ Ser deails = ' See deails = O See details O ser details 9

* Vulnerabilities, threat intelligence, asset inventory

On-Prem Events

ake Security

Cyber threat intelligence

Administration SIEMBIOT Executive
Ch I ashhaard -
I TOp hlgh alerts Lt iH 3IH E&H 12 m 70 D 3850

Lagout At SEcurit 3,575,183 i cusiemar Health

Be cwecuniv
Totsl LR : 54,370 12 R EAR AT LA e £ raer On-PFrem Events Alerts & Cases
5 008 P
Soverity issues 406
— -

& Caacs

Data Laks Socuriny
Courter Boeratlons Catnter Worklaads Fast Gererated Dperatian Mest Arcessed Warklnad Mk acthes Lser
.......... - © @] X ¢ e ®

Lyber Lhneal snbullgen:

= Lners ‘Workflows list ‘Workloads list

111111

 Multi sources : private cloud, public cloud, network, devices. \

 SIEM and automatic detection playbooks.

* Metrics and history for all logs, events, vulnerabilities.

®
SIEMBIOT T
the European Union u
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What are you missing ?

ecurity alerts collection, qualification & aggregation

Cases v".'m : 0 £/ '

| * Live event and CTI streams to ease qualification.
e - RTv—

e EERs Enks Bk * Advanced filtering and investigation capabilities.

Select iten X Select item x Search by | Cr

GSearh o adad 3 ta

Updated at

G oDDDoOEO e * Full audit, facilitates updates SOC / Ops /Business.

Timestarnpe A4-05-14T00511 3127 - >
Agent Mame: LABCIDCD mm ' Clear all
AgenL ey (PO

Agent IP: 192 163110 7

Ruleleve: 5

O Status * ¥ Numnt - Rule descriplion: Computer scccunt sddedrichangsdideleted e - e - A ' Case _
: - = Rl G131 Duats : pdace ¥ Home ( Cases | LABOSQLOD- Lioensa
Rule fredtimes: 1
- Fulegdpn: [I¥_22.21%_35.7.)
® Resolved | LABODCO1 &nbsp;- Computer account added OR changed Ruln gpgii 77007
C' & . - 3 rag Rulegroups: [wardows'. ‘wandows_secunty’, ‘zocount_changed ] 26 -m ! # = LABDSQI—G.IU = I—":EHSE aﬂlvatlnn fa.I'Ed Live stream ® Hide
¥ 3 months J 8
X Fule poi_das: 1025, '8.1.27
Kanager name: labonwazuhol B marian.nemuoi@esperware ner B zoorz024 108550 ¢ (B 2 menchs i | vt Mosolued M Unlag - Y Morge : D Rermave | Yded A0 ¥PTW g e
Lecabon: EverdaCharmnel
0 ® Resaived LABOSQLO10 - License activation failed cm sysheim charnet Securily ) 09:55:50 L5004 3 [The Hiva] LAROSQLOM0 - M5 SQL Sander Logan Fallure
) SR - M Ciabawin. sy stam camputer: LABDDIT Jab spinmwars. et 0.07.2024 06.00.7004 “ -
s Cakaxin.systemevertiDc 4742 I
P . B ILF Gres e
- B Basic information & Edit ® e
DESKTOP-P7U32IL - License activation failed Title
D . Rcioh’fd . A Caneal Edit case 142753 12:4235 o =
NI 2 s 18.06.2024 22082004 ¢ LABOSOLO10 - License acivation failed
T 1est 30july, the hive alert
* : type: Internal
Ascignee Date Tags Severiry PAP TLF ce: The Hive
SR LABOsqI00Z - License activation falled s £ — 1 marian.nemtoi@experivware.net £ 30.07.2024 13:55:00 & Macium o & rean
] e A h - N o Hipl HivE 0 LABO XFIW RaC A ah e TS & |
i @ rest30Muly . . .
Additional information : K
¥, '10.2.57 Manager.name: labow.azuhill Location: DventCh
DESKTOP-P7U32IL&nbsp;- Sigma Sysmon Wmi Event Subscription = ninel Dutawin.gpstem. ciannel: Applicatan Data.win.system.compute
® Resolved 1% 17 11:40:14 " 2
O h - N o g HIVE 0, LABO XPTW = = g 4 0 I
% 4 3 montt 18.06.2024 30.00.2004 . ~ .. clate: 031002024 12:30:51
® tes 30y Description g |
tlpe 2
LABOSOLOTD - License activation failed pap: 2
Fralwe
##34 Merged with alert #cBb2cfTT-1c60-4c87-869¢-e366a40ce1 0e LABOSQLDT 0 - License activation Failed faliaw: True
[ [ [ [ [ ] ' ds
. c'hs t: 0
Multi source alert CO”ECtIOn, aggregation and quallflcatlon Tievestamp: 2024.07.29721:41:25.484
Agent Mame: LABOSQLO10
Agent ID: 020 + Added AHD KPTW tEL

Agent IP; 192.168.109.35
Rulelevel: 5 [The Hive] LABODON - Compuber account added OR changed

R deleted
Rule.description: License activation (slui.exe) failed.

* Prioritization and contextualization of alerts. o

i~ FEEGEE
Rule.gdpr: R —

Rule gpgi3: reatedBy: labo@epiw.local
Fule.groups: ['windows', windows_application’] reatedAt: 03,10,2024 12:37;25
Rule.pei_dss: type: Inkermal
Manager.name; labaowazubil sl 1=l o

Rel: fosteas- 46974375 3347 - daSa e Ta T408C

* [ntegrated security incident management engine.

gescription: Timestamp: 2
S i 1 T T QOO Agent I0; 017 Agen
Data.win.system.computer: LABOSQLO 0Jabo.expertware. net prian: CAmpLTer accauns :

Datawinsystem.eventil:; 5198 e.firedrimes: 19 Rule.ge

Q)
SIEMBIOT cotndedy
the European Union
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What are you missing ?
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Multi-angle Vulnerability Detection & Correlations (NIS2, Mitre, CISA))

&« O ﬁ https//siembiot-dev.expertware.ro/Dashboard Vulnesabilties

SIEMBIOT

sssssssss

> @ R R

* Advanced reporting (VMs not fixed in SLA, VMs per device,

() Home

£3 Executive

il Dis
Y Dwevices Dey
» Cases & Alerts Grouped by Severi Ly
Seue ]
Items
<l e by
TOTAL
W "
EDIU > 9,492
@ Irveral
CCCCCCCC b
Thre.
\ 7 dewvioes
Security Inciden
=n Caney
) Alerts
ow Top m Top Critical
ber tools
38, s 2024552 CVE-ID24-38014 CVE-2024-38240
urity incidents
CVE- 19900824 dees 2024-3521 24-303%2 CVE-2024-8387
& Lake Swcurit
CVE-2022-30130 ez VE 38234 24-3827 9220002000 Tldoe CVE202 31
------------
090532 vicis VE 2024 382 24-38239 CVE-2024.38140
Cyber ¢
CVE-2008-5161 s CVE-2024-3825 o 24-38238 CVE-2024-38063
LLLLLL v 14327 CVE-2016-200 devices v 24-38243 CVE-2023-38408
v 1-5000 CVE-2020-1 CVE-2024-3823 CVE-2024-38199
cccccccc 300 CVE-2023-51 I theesr CVE-2024-38119 CVE-2023-40547

e Correlation of vulnerability and compliance data from multiple
sources: Qualys/Nessus/OpenVAS + EDRs
* Integration with CTl and VM remediation sources.

Automatic prioritization and mini GRC capabilities

SIEMBIOT™

gu. LN

Devices with VM, etc.)

* Flexible filtering and exports.

Enrichment and remediation instructions.

Vulnerabilit
SIEMBIOT A —
Dashboards
Wi affected g Tapwunrrasil s 1l packape
ﬁ i coprdEl CWE-HIZ-ZT P SErver n Wermon Wareshurk 120 fe-hit
<
O Emscutive  Fllters
DDDDD wer Heme SFaRrTy
vices I m
i) erabilities WlF
Ca Alerts
Poter
CH Inventary
W Packspes
5] vlnerabilitl —
(Lo 2t

TTTTTT

[ alerts

Security inciderris
Darta Lake Security

Aleris manapur

uuuuu

Vpudtager ¥ 0 2linka

CVE-2024. 36074

Fpadtages ¢ 0000 2linka

''''''

||||||

EVE-2023-3RI4E Wlieranair Winrcms Spourny Lpdam for Sacremizer ; KIFTHEA pairs @ nor i ralle Wunerazily " s 7 Arive 4 dews o0 63 devicen 2 Apaseapse % | Zlinks

CUE-2020 AR Wiranztr inrsame Seninry [fians fne Sazrsmizer 50 KT =« ner el winerazily an Arivw b o 6> deviern 3 Agaseapse ¥ | 2linke

—r
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What are you missing ?

Asset Management with enrichments

Devices dashboard

 Automatic reporting of detected vulnerabilities

SIEMBIOT T h
Dashboards 5 5 5
e S t mpl t
T DS Teg CRU Top device by HAM o ap peckape imtaled & Teg vulrerability e ecurl y CO p Ian Ce repor Ing
() Home Ubuntw/Linus {o} Intel{R) Xeon(R] CP... (E] expaudioot 00 CrowdStrike Devi.. CVE-2023-51767 I
(7 Custemer Health
& Execulive
gl Discovar Most affected devices . ° o / 4 d o 4 h
= ch ma tme s mes  p)| ST Detection of anomalies (e.g. computer device without EDR agent)
evices

n— 500
/4 Mulnerabilities Sxmetxdi] b e = 24 i >

dns1.expertware.net 21 181 172 32 42 > T * 3
CE Inventory expwebiin 1 &0 221 52 354 5 g
£ Threats expsgl403 27 1R4 & | 218 5 . e 1
W Packages -Gdhwitg3 0 : 132 0 193 Packages "

eup WEE & ? . - ) SIEMBIOT T J 2l rall
# Vulnerabilities none g 138 6 15 185 b3 28

132

120 o Dashboards
Security Incidents

. 72 4 o H Filters
ome
|5}
== Cascs a 21 ar - - _ -

eap-Areixdl

=
w
Lt
i
P
=
N
L

Nams Werslon Wendar
L Custemer Health
1] Alerts Searcn oy Cr zearch by zearch by
£ Ewecutive
C}rber tDCﬂS _dﬂ Discu'.'-er Source Archileciure
. Search by Search by
Security incidents 1 pewvices - : t
Top Packages Versian Total BE
Data Lake Security . . /t Wulnerabilities
G« CrowdStrike Device Control F.100 80835.0 156 de
Alerts manager
9.709% « Windows Flrewall Configuration Provider £E.1.2099.1033 154 de - . ) - . ) " ) . Dewices Vulnerabilivies |
Cyber threat intelligence |;E| Inventary Mame 3 Version o Description SuliLe Wardor o Apchilerure o I —— -
| 200% + Local Administrator Password Solution 6.2.0.0 1580 de
/ Threats
Logout & /4% - Configuration Manager Client 5.00.9128 1000 156 de ) Tools for .Net 3.5 3.11.50727 - - AT om0l Corporatian 686 5 devices »
i, Packages
750 « Microsoft Edge 127.0.2651.74 152 de E '
& Vulnerabilities
# /LUl - Microsoft Edge Update 1.2.195.15 152 da -MET Android Templates {x64) 409510 rirresatt Corparatian %RE_54 1 dawica »
T.09% « Crowdairike Windows Sensor F15.18511.0 142 cdee SEEUrit}f Incidents
= Cases JMET MAL SDE [x&4) B.OI10 - - Microsalft Corpararion #B5_54 1 devlce
=q
. . . . . 1] Alerts
~ MUItI -SO urce a u to m a tl C de VI Ce Scan n In g de tect’ O n U -MET MAUI 5DK {x&64) BDETD Microsaft Corparation xBE_ 64 1 device
/ []
Cyber tools

A D/Azure/t DR/VM Security incidents MET MALUI Templates (x64) o0 - - ricrosott Corpararion %86 54 2 dawices >
L

Data Lake Security

.MET MALUI Templates (x64] HOGTO rlicrosoft Corparation kHE G4 1 dewice
Alerts manager

Cyber threat intelligence

» Software package collection.

Lngnut

TPFETITIPT Microsoft 365 T IRITTRTETIT - ru-ru 16T 7E2E. 20188 - - Microsolt Corporation xAE 64 2 devices

30 Viewer 1.0,1184 ricrosoft Corparation ®BE &9 1 dawice *

* Configuration comparison today vs. historical (2-180 days).
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What are you missing ?

Security incidents managemen

* Full investigation audit

C 5 cembiot-devespertarero/Caoes

SIEMBIOT Cases | i * RBAC Capabi/ities.' SOC analyStS, IT Ops, customer

& Cust Health j"' Add Case +s Live stream
ustomer Hea S

: * Advanced tagging and enrichment capabilities

Filters
@ Discover
Titie Number Seventy Status Resolution status
el Enter 2 title Enter a number Select severity Select status Select resoluticn status i 5
Severity issues Edit case
A Alerts Start date End date Created at Updated at Mag
E Sarl dale = Frod chate B9 Created dale i Upcdnted date - Select flag Name
A Cases |
LABODCO - Computer account added OR changed OR deleted
Cyber tools ’
Security incidents : Ciar Cepaming - . I
( S R S e > 1 = Creanr 7 1 ast ~ \ o Es St
| VB ¥ Numge SEE LSsianee Aaal gk -
: % v X 1 [ » I x wate ¥ =
Data Lake Security
; . . . : : g LABO XPTW 21-06-2024
- #121 LaboSqllestl2 - MS SQL Server Logon Failure ¢ Attack-Sourcel - Windows Defender:
Alerts manager ) e Antimalware engine found makhware or other potentially unwanted software s 0 iangptwlocs iralid cate irealidicale
= - o i Irrvalbxd sat Irrvald dat
(3 Zmorths s {Cosed at as v [ Alag Cengerlt Y Pan
Cyber threat intelligence f SR A J Fag SEVETILY T 2 = >
- : 0122  Attack_Source? - Sigma Sysman Ads Executable # LABODCDT - Computer account Medium ligh cal rreer Amibs ied W Green Amb Red
Administration Gie. ® Doro added OR changed OR deleted / Attack Source2 - Sigma Sysmon Logon Scripts Il date Invalld date
o L J : Userinitmpriogonscript @ ligh K leno@nipvloca s date oty St ¢ )
&%, Usars 9 4 duys _ Add tags foptional)
a - (Cosedatas) + £J Flag =
wearch or add a tag
Logout #118 LaboSqglTest02 - Users Group Changed [ Attack Source2 - Sigma Sysmon Ads
: ® Dprn valid date walid date
Executable ® Mecium 2 maranremloifexperivaare. net el hsieded /
= Irmvald date Irvalid date 1 B P Flet
j 4days fa - (Cosedatas) - EJ Flag Lol
i ® Onprn 11/  Attack_Source2 - License activation failed ) Iralid date ialid date =] I Q <IIJ’:.. q |.|1 H2 H3 H4 Hs HE = = I_] 252
® High £ marlanremtol@experovare. et
89y ‘l . Casedatas) + K] Flag = Invalid data Irvalid data -
. . . Timestamp: 2024-06-14T09:35,11. 2122
= ® Open #134 DLSKTOP P7U3ZIL - Suspicious / Malicious [xe Download (alid date Invalid date F
[] ) — e 0 marian.remloiexpervare. rel SRR TR Agent Name: LABODCO1
- A 1 dat ‘l . Cosecdatas . g | Flag Irrvalid date Irnvaled date
Agent ID: 017

Agent IP: 192.168.109.2
Rule.level: 5

Rule.desc ription: Computer account added/cha nged/deleted

o B - - : s Rule.id: 60121

* Qualification of alerts to security incidents
Rulegdpr: [IV_32.2, IV_35.7.d"]
Rule.gpg13: ['7.10]
Rule groups: [windows', ‘windows_security’, 'account_changed']
Rule.pci_dss: (1025, 'B.1.27]

e ® Manager.name: labowazuho

* [nvestigation workflow
Data.win.system.channel: Security
Data.win.system.computer: LABODC labo expertware net

Data.winsystem.eventlD: 4742

* Integrated live stream

Cance Edit case

P 4 T ®
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Live Cyber Threat Intelligence feeds & enrichments
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Intrusion... Cerberus (ex-Amnesia) (fargefs Country  Belgium May 10, 2024 AlienVault

2 P

T Intrusion... KageNoHitobito and DoN... fargets Country Belgium Apr 29,2024 AlienVault

¥ Intrusion... APT42 targets Country Belgium Apr19, 2024 AlienVault

Technical information

Mar 15, 2024 CrowdStrike

¥ Intrusion... DOPPEL SPIDER targets Country Belgium

@ Intrusion... Shenzhen Haimaiyunxian... targets Country Belgium Mar 14, 2024 AlienVault

INDICATORS WITH | ABFI FINANCE

¥ Intrusion... targets Country Belgium Mar 14, 2024 AlienVault

Hadoken Security Group

o | W | S

¥ Intrusion... DONUT SPIDER targets Country  Belgium Mar 12,2024 CrowdStrike

£ L' IBER
8 L iRatihed N

SIEMBIOT™

Signatures and sightings related to the Finance industry.
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® cobalt strike

® android @ trojan

® backdoor

ral @ Sogu
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Training & Research

@xpertwa re

Demo tenant / research data lake

Validate on demo /
research data lake

LR p =Sl

Published researched Half of Fame Exercises Students

hunting queries . i W — -
R0 KK I EHEE Ve

Threat Intelligence Sample queries Course interactions Course materials

Onboarded organisations

and users

Common for all organisations Organisation specific

Training \ Research

SIEMBIOT

Become a partner

As of 2025 SIEMBIOT provides a complex training & research cyber range
combining anonymized security events from multiple live customers’
environments (10+ customers, 5000+ devices).

Training & research role-based web portal which complements the SOCaaS
customer tenants allowing onboarded customer organizations and cyber
security partners to train their teams for security incident management and
threat hunting.

Organisations onboarded on the SIEMBIOT research platform will receive a
dedicated portal space where they can demo attack scenarios, work
collaboratively taking notes, storing knowledge articles, having access to cyber
security news, developing, and saving new hunting queries. If they wish they can
submit advanced hunting queries which after validation from the portal admins
can be made available for the other organisations onboarded.

The portal will allow uploading course documents, defining exercising, collecting
students results, evaluating them and overall improving their skills and
competences.

The platform offers real life training based on attack simulation against live
customers.

SIEMBIOT™

Co-funded by T Ay BLREC TORATUL MATIONAL
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What’s next ?

f’fpertwa re
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What’s next ?

@xpertwa re

Risk-propagation graphs

@ CVE-2004-1471

@ C\E2006-0856-6834
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O BEYE0R9990105
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@ CVE-2013-6832
@ CVvE-1999-0001

@ CVE-2006-1283

‘ cpe:2.3:0:freebsd:freebsd: 2.2 5:% % *:* *:x:*
@ CVE-1999-1518

. c‘pe:2.‘:93&%@9&@5@8:2.2.2:*:*:*:*:*:*:*

= : : @ CVE-2001-0554
([ Y ‘ " ooes @ CVE-1999-0761

@ . cpe:2.3:0:freebsd:freeb
@ cvE-2013-6833
(2}

@ CVE-2012-2143

To overcome limitations, we developed cross-domain solutions to automate the analysis of large data. Since 2022

Expertware uses graphs connectivity algorithms (GNN) to enhance the vulnerability management process for
managed assets, identifying cyber security risk propagation.

aSIEMmetry builds on the previous work expanding the model with user & entity behavioral analysis.

We built already SIEM vendor agnostic queries to collect, store and compare KPIs over longer periods of time to
understand the metrics where we can potentially harness machine learning capabilities.

—

SIEMBIOT™

User & Entity Behavior Analysis (UEBA) is being used by the major cyber security vendors. It
aims to complement the security events with behavioral statistical metrics and to facilitate the
detection of anomalies for early detection and decision support. Endpoint detection tools like
Microsoft Defender have a mature data schema and collects data to train its own ML models.

Existing UEBA models include user, device and activity insights (application used, actions
performed, countries connected from, ). aSIEMmetry combines data from different sources /
vendors, it normalizes and enriches it aiming to detect more complex patterns.

We baseline the “security entropy” model which allows identifying behavioral anomalies based
on binary (suspicious, not suspicious) and multi-class classifications (known traffic, suspicious
traffic partners, suspicious traffic volume deviation, suspicious traffic schedules). ion
(performance and accuracy)

Shifting attention windows

C— — — — i — — — — — — — — ——

Grand Parent attention windows (180 days)

Co-funded by
the European Union
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SIEMBIOT® — Platform functionalities

Dedicated security data lake, open source EDR, open SIEM, 30+ connectors, 5000+

SIEMBIOT® Demo Tenant (dedicated) , , _
active alerts based on Sigma detections and many more.

20+ multiple CTI sources ingested continuously, tailored views basedo customer

SIEMBIOT® Cyber Threat Intelligence (shared) , _
industry & location

SIEMBIOT® Vulnerability Scanning (shared) Continuous multi-angle vulnerability detection, correlation and reporting

SIEMBIOT® Advanced Threat Hunting (automatic playbooks) |300+ detection and mitigation playbooks, compliance validation (CIS/NIS2/HIPAA)

Multi-angle asset & software discovery, enrichment, detection of anomalies and
SIEMBIOT® Asset Management _ , ,
historical comparison.

, Live dashboards (executive, engineering, discovery, hunting, vulennrabilities, threats,
SIEMBIOT® Reporting
cyber news)

Training and research portal, based on an anonymized data lake combining security
SIEMBIOT® Training & Research Portal events from multiple real customers & geographies. Capability to share and reuse CTF

scenarios and advanced hunting playbooks.

SIEMBIOT™
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Cyber Secu rlty Other services where you can leverage us

A complete outsourced Cybersecurity service
CISOaaS

We provide a fully managed SIEM service with logging

Managed SIEM and data analytics

Vulnerability & Threat We use Threat data and analytics to asses and resolve
Management vulnerabilities and real world threats

We actively manage the Security stance of your IT

SOC Service :
environment
Managed Detect and We detect security issues in the environment and take action to resolve
Respond Service them

We provide a managed network access control solution to ensure only validated &

Network Access Control . .
compliant devices connect to your network

Full network management, Monitoring, and Support service to ensure that your network is

NOC Service _ : ;
optimised and operational at all times.

Monitoring & automated We provide monitoring services that are constantly watching your network and devices reporting any anomalies
ticketing services for your support teams to action.

®
SIEMBIOT T
the European Union u
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Why is Expertware the Answer ?

f’/xpertwa re

-~

70k-120k/year/budget for 2 resources.

Mandatory indexation every year.

o

VS

-

100k for a team of 3 named cyber security
analysts ~ 260 days coverage

\\\\\\\uuuu/,,,//

\\\“7”’//

SIEMBIOT™

Traditional employment

Expertware Team

Augmentation
Proposal

Top senior consultants, 20+ years experience,

vendor agnostic always seeking customers
Interests.

Trusted by top European companies with multi
billion yearly turnover

Optimal costs , no surprises for the yearly
budgets

Exceptional employee retention (98% in the last
5 years). Stable assignments

Exceptional customer retention (100% in the
last 5 years).

Proven competences and skills: 150+
certifications.

Strong, focused partnership with top cyber
security companies.

—r
Co-funded by U
the European Union u
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Why Expertware?

Growth ratio 2015 - 2024 History of proven results.

s 02090909092 o 1St T consultancy company in NE Romania for the last years.

2000,00% \
1500,00% \ "2036,48%

1000,00% /\ S - 1547.27%
—- C * 25X financial growth in the last 18 years

35W 475,65%

100,00% 190,22%
0,00%
2015 2016
2017
2018
2019
2020 2N71 Growt h

Workforce 2015 - 2024 .
o] * 20% Year on Year Growth in number of employees.

R @090 . * 100+ Employees across 3 countries, 300+ IT certifications.

* Extensive Research Network, partnerships with top Universities.
Turnover & Profit Evolution 4 - '
* 4+ mil EU grants for 3 innovation projects (2023-2026)
i * 100% customer retention over the last 5 years.
« Building characters, people, teams, solutions and applications.
.000.000 10.000.000 15.000.000 cu:g::\:)c();o((;()om 25.000.000 30.000.000 35.000.000 40.000.000

www.expertware.net



Who trusts us today ? ¢ pertware

O 24h/7 managed security services with granular service levels These companies trust us, so can you!

Offices in Romania, Tunisia, Belgium, UK

;p“ BNP PARIBAS
L FORTIS

9.642 billions EUR
.) Top European Customers with multi-billion S yearly revenues.
+.‘ 100% large customer retention in the last 6 years.

6.180 billions EUR
Large European MSPs (Econocom, Getronics, Telenet) trust us as sole partner for

* Cybersecurity , Bl, Hybrid-Cloud & Bespoke Development services.

2.718 billions EUR

Year on year expansion with 1-2 blue-chip customers.
Flexible support in : English, French, German, Romanian

2.700 billions EUR

'{@}l Capability to bring rapid business value (-25% TCO, + 25% productivity) with the 93,9 DL EUR
§C% right mix of IT services (BI, analytics, workspace, cybersecurity)
20 bill EUR
opb,o Beneficiary of 3 European Innovation Grants in the field of Cybersecurity.
ﬂ_l]]]_ll ~4 mil USD for the next 3 years.
ReVantage $326 billion of investor

capital managed

Blackstone

SIEMBIOT™
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Partnership opportunity

Our collaborative Cyber intelligence platform welcomes you shortly as a beneficiary and partner !

* 6to 12 months trial for full End-to-End protection: SIEM + EDR + CTl + VM + optional SOC services (incident response is
optional and priced separately) .

* You cannot have a SOC without the prerequisites.
* Expertware & DNSC (“Directoratul National de Securitate Cibernetica”) partners in EU cyber project SIEMBIOT.

e Expertware has been involved in recent Ro hospitals ransomware investigations which could have been prevented by our
Cyber Sec platform.

e SIEMBIOT research will continuously evolve offering enhanced protection for your users, networks, devices & applications

* Trial spots are limited. - |
before the capacity runs out.

SIEMBIOT™
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We'd love to hear from youl!

https://Expertware.net

ht’g:// siembiot.eu

TiberiLga raboi

tiberiu.baraboi@expertware.net
https://linkedin.com/in/tiberiubaraboi/
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